FREE Social Engineering After-School Training Program for High School Students

Cyber hygiene is a key digital literacy skill that encompasses practices and steps that individual users
and organizations take to maintain their online security and strengthen the security of their
computers or other digital devices. Cybercriminals are increasingly leveraging poor cyber hygiene in
their attacks; one strategy they use is social engineering (SE) to develop trust relationships with
potential targets and then deceive them into revealing sensitive information (passwords), obtain
unauthorized access (to restricted areas, servers, etc.), or commit fraud (via phishing or vishing).

Students will learn about the SE topics listed below every Thursday from 3.30-4.30pm ET via Zoom.
For more information, visit: https://sites.temple.edu/care/social-engineering/high-school/

1 What is social engineering?
February 2nd March 23"

2 What is OSINT?
February 9th March 30th

Vishing activity
February 16t April 6t

1 Putting it all together

February 23 April 13t

Pretexting activity
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March 2nd April 20th
6 Phishing
March 16t April 27th
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